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My nameis Jason Catlett, and | am Presdent and CEO of Junkbusters Corp.
I'm grateful for this opportunity to Soeek with you agan.

Junkbugtersis afor-profit company whose misson isto free people
from unwanted commerdd soliatations through media such as emall,
physcd mall, tdephone, and faxes. Since our web Stelaunched in
1996, millions of people have turned to us for information, sarvices
and software for sopping junk messages, particulaly emal. | have
worked advisng government departments and legidators on emall and
other privacy issues Snce 1997.

Asatechnologig--my Ph.D. wasin Computer Scence-my initia
indination years ago was towards ol utions based on technology and
adminigretive processes. But years of practica experience with

large numbers of consumers have led me to believe thet the essentia
requirement for the collective protection of privecy is srong rights for

the individud. Thanksto the private right of action in the Tdephone
Consumer Protection Act of 1991, junk faxes are today rare compared to
junk emall, aresult achieved without any vast government bureauicracy,
and with little frivalous litigation. In contragt, hillions of unwanted

emall sliatations are sant eech day, vexing hundreds of millions of
people who fed unable to gop it. This reduces participation in online
commerce and erodes the condderable benefits of that regponsble emal
marketing offers to consumers and busnesses What is needed to reverse
this harm to consumer confidence in the mediumisalaw esablishing an
opt-in gandard for commercid email, and aprivate right of action for
recipients and network operators. S. 630 would establish an opt-out



dandard and lacks a private right of action, and in my opinion would
not improve the Stution it addresses

Before focuang on the spedifics of gpam, | would liketo briefly
review the unhagppy recent higory of online privacy more generaly.

In the deven months snce | gppeared before you in May, the
prevailing levd of privacy on the Internet gopearsto have lowered.
(Space dlows only afew brief examples, for grester detall see
hitp:/Avww.junkbusters comvtestimony.html on the Web.)

* Ever moreintrusve collection technologies are baing rolled out.
Prafiling companies are continuing development of their
Consumer Profile Exchange technology without any
committment to obsarve far information practicesin tharr use of it.

* Mod "privecy polides’ offered by companies il offer little
privecy, and gppear to be getting
even worse, according to one longituding study by Enonymous.

* |n Sgptember Amazon.com subgtantidly weskened its privecy palicy.

* The gandards proposed by DoubleClick and afew other online advertisng
compeanies and sanctioned by the FTC in July are deplorably low.

* P3P, which has been billed by some as the pot of privacy gold & the end of
the technologicd rainbow, is now being used by Microsoft as an excuse
not to fix the default settings on its next browser thet
dlowstens of millions of web bugsto gather
dick dreamsin volumes of hillions of dicks per day.

* At apublic workshop run by the Federd Trade Commissionin March,
the mgor profiling companies refusad to dlow people access
to their own profiles, or even to provide example profiles.

With this background, and with spam as aregular reminder to consumers
of the ease with which persond information can be misussd and the
difficulty of individud redress, few would be surprised by the condusion
thet privacy concarns have severdy dampened the growth of ecommerce
(certainly not any member of this committeg). Over the padt yedr,

its spectacular triple digit growth has dropped to such disgppointing
levelsthat many online merchants are sruggling to bregk even, finding
difficulty attracting investment, or filing for bankruptcy. Y esterday’s

Wall Streat Journd reported that most U.S. households have never made a
purchase online. Of consumers who place itemsin online shopping carts,
the mgority are dill abandoning the transaction before checkout.

Online merchants have known for years thet the number one concern here
isfear for privacy. Furthermore, Forrester Research hasfound in
extensve palling thet concerns about privacy are not being assuaged

as people gan more years of experience online. In my own discussons



with online marketerswhom | know from consulting engagements or from
industry conferences, soam is despisad as the mgor cause of damageto
consumer confidence and participation.

Thefalureto contral gpam isthe grestest economic tragedy of

the Internet age. Emall marketing conducted in afair, consensud

meanner offers enormous benefits to consumers and businesses dike,
paticularly to smdl busnesses who could not afford the expense of
traditiond media As emall marketing becomes synonymous with oam-a
tragedy because thisis unnecessary and avoidable-- many consumers are
deciding smply not to participate. Theright public palicy for pam,
aswith dl privacy law, isto give people who participate rights to

ensure their persond information is nat usad unfairly. This promotes

both greeter participation and better busness practices.

Almog no reputable marketer routingy sends email on an opt-out besis

(A few have occasondly done so in error; thisis perhaps the reason

Some companies oppose a private right of action, which would hold them
accountable for such migtakes) It isdeplorable thet certain trade
assodations auch asthe Direct Marketing Assodidion are trying to

hold the door open for spamming. H. Robert Wientzen, Presdent and CEO
of the DMA addressad members at the organization's 1998 conference with
thefalowing words ~"Let me begin by recognizing that bulk unsolicited
commerdd email isnat red popular with consumers And to date, very
few of you are employing it. However, we a0 fed that mogt of those

who push for an opt-in-only regime have very little undersanding of

the incrediibly negative impact it would have on the future use of emall
asamaketing toal." The DMA continuesto indulgein its fantasy of
cybergpace asaworld of free paper, free printing and postage-due

odivay of soliatations failing to redize thet if it hed itsway,
consumerswould rebd or flee

Opt-inistheright palicy for marketing by emal, and is conggtent with
sucoessul legidation on marketing by fax. Asinthe TCPA,

the definition of acommerda message should of course be

carefully limited to avoid any impect on non-commerda gpesch,

such as speech aoout rdigion or politics. The opt-in gpproach taken
in the TCPA for faxes, cdlphones and 800 numbers has asitsbessthe
fact thet the recipient may incur codts for recaiving the unsolicited
message. Thisisaso the case for goam, so the opt-in criterionis
therefore equally gopropriste. The fact thet somein some Situgtions
redpients gopear to incur negligible incrementd codts from a spedific
spam does not change the fundamentd fact that oam is postage-due



mearketing.

The TCPA's prohibition againg tdemarketing cdlsto cdlular telephones
isnat quified any exemption for Stuations Such aswhen the carrier
offersthe firg incoming minute free or where the subscriber has excess
minutes avalade for the particular month. That would be asslly as
aspam law thet sad that people whose Internet sarvice plansindude
unlimited hours are disqudified from monetary damages. Nor isthere
any exemption in the TCPA for fax-modems where no paper is consumed,
agtuation dosdy resembling junk email. Despite the fact that agpam
recipient often cannat produce a gpedific line item from abill rdating

to the gpam, cogts are baing incurred by individuds, aswdl asbeing
diffused among consumers Of coursein many Stuations the cost can be
quantified, such as on cartain usage-based taiffs or when diding up
from ahotel room. 1n some cases these direct costs excead the cogt of
paper for ajunk fax or 15 seconds on an 800 number.

Furthermore, gpam imposes a hidden tax on dl Internet usars by increesing
network capaaity reguirements and requiiring additiond adminigtrative
codsa ISPs | esimate this cogt a around one dallar per month

for the average subscriber, and hillions of dallars per year induding
inditutiond buyers of network sarvices: Because |SPs absorb this
asacod of doing busness, thisexpenseisnat vishle to individud
consumers but it is cartainly passed on to them. An opt-in policy would
reduce this spam-subsidizing tax, lower the cost of Internet access,

and simulate demand for Internet sarvices and ecommerce.

A opt-out policy thet dlows eech Joammers one free gpam islike
permitting shopliftersto sted items until eech Sore requeststhat they

ceese thieving. It imposes unfar burdens: in both cases, even people

who are not directly victimized incur costs through higher prices. More
then amillion busnesses have Internet access if even 10% of them sent
asngle messageto hdf of online US households over aperiod of five
years, the American homeswould receive an average of 27 spams per day.
The opt-out modd is Smply ingppropriate and unsugtaineble for the
Internet. If opt-out Soam wereto prevail, emal, the killer gpplication

of the Internet, would become the gpplication thet killed the Internet.

Condder an excarpt from an actud spam and imagine the reaction of
acondituent in Alaska reeding after downloeding it viaatall call.

(Of coursg, itsdso important to remember that billions like it may
have been sent to millions of people, 3o focusng on asingle oecimen
israther like examining asingle deed grasshopper a a Senate hearing



on locust plagues, but imagine your reaction muitiplied to an gppropriate
scde) Hereisthe spam:

SEX SELLS! REALLY WORKS!

"Why Pay To Bdong To An Adult Web Ste When Y ou Can Own Y our Own
For Less Than The Cogt Of The Membership?”

"Anyone With An Internet Connection Can Own An Adult Web Ste For
Less Then The Cogt Of Thar Next Dinner!”

"No Experience Reguired! Anyone Can Sl Sex Online In Jugt Minutes™
[extraneous detall ddleted]
Thismessage is sant in compliance of the new emal bill: SECTION 301

Per Section 301, Paragraph (8)(2)(C) of S. 1618,
hitp:/Avvwwv.senate. gov/~murkowski/commerddemal/

Claims of compliance such asthe one at the end of this soam have become
dl to familiar to Internet usars, and have been examined in the Wall

Strest Journd. A key god of spammersisto gain an gppearance of
legitimecy, and many have turned to boadting their compliance even

with bills thet never became law. Some hills from the current congress
may dready have been used in this manner. The gponsors of these bills
may want to consgder how they will respond to irate voters who dick
through to their congressond web stes. When you receive alletter from
acondituent angered by the solicitation sent to her teenage son to
become a pornographer from the comfort of his own bedroom, how will you
answer her question "Isthisjunk emall redlly abeying your law?' The
ansver will depend on the kind of bill you pass As S.630 sands,

you would haveto ansver something likethis 'Y es. Every spammer can
send you a least one spam, and it's up to you to tell eech separate
spammer to sop. If they don't, you can't do anything about it yoursdf,

you have to hope thet agovernment agency will do something for you.” Is
that answer likdly to please your condituents? A better answer, which

you could giveif you pass an amended or different hill, would be " The
goammer islying. My hill mede spamming illegd, and it givesyou the

right to sue the spammer if they bregk the law.”

Of course pammers are lesslikdy to draw the atention of ther victims
tosuchalaw. Butif you pass awegk spam hill, the bill number and
your namewill surdy be dted in vagt numbers of junk emailsfor years



to come. So when you congder the key questions of opt-in vs opt-out
and whether to indude a private right of action, think of thesetwo
dternaives Do you want your name to remembered as the lavmaker who
sad "gpamming iswrong*? Or do you want it to become the name that
launched atrillion gpams?

| gppreciate the opportunity to gpesk before you today. Now | would be
pleased to answer your questions.



